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Beth Nelson (00:07):
Hello, and welcome to Barnes Dennig Ask the Experts. I'm Beth Nelson, and I am the Marketing Communications Coordinator here at Barnes Dennig. And today I'm talking with Robert Ramsay, Director and Practice Leader for SOC Reporting. Hello, Robert.
Robert Ramsay (00:24):
Hey, Beth. Thanks for doing this.
Beth Nelson (00:26):
[bookmark: _GoBack]Well, thank you for joining me. So today we're talking about SOC 2 and SOC 2+. So let's dive in. If SOC 2 is so good, why do they need a Plus?
Robert Ramsay (00:37):
Yeah, thanks that's a good question. The AICPA has developed the SOC 2 using their trust services criteria, and it's their ideas for what makes up a strong control environment for data security. However, there are other groups that have their own opinions about how to list a framework of data security controls. And so there are multiple other groups, international, domestic, by sector and healthcare or others that have their own frameworks. And the AICPA has said, "We're really good at having auditors that are independent, that can test and report things. And so in addition to our trust services criteria, we can test and report on other frameworks." And so that's what they've done and that's what they call a SOC 2+.
Beth Nelson (01:22):
Okay. So, what are the most popular frameworks that get paired with SOC 2?
Robert Ramsay (01:29):
Yeah, this is where we get to nerd-out on all my favorite frameworks, and I've even got some notes so I don't take too long with this. But the international body is called ISO, and they have a bunch of their own, but 27,001 is they're leading on information security and their view of the world is that you need a good information security management system, and everything's based on that. So that's if a entity is serving international customers, they're going to ask for ISO, like a SOC 2+ ISO.
Robert Ramsay (02:00):
Domestically, in the US, we have something called the National Institute for Standards and Technology, NIST, and they have a bunch of different frameworks for different areas, but they have one for cybersecurity, and it's relatively new and it's exciting for people in my role, in that prior to their framework, the focus was on putting up a huge firewall and keeping all the bad guys out. And their framework is more circular and it says, "Put up a big firewall, keep the bad guys out, but detect the fires and put them out really fast and you should keep doing that all the time." So that's the NIST cybersecurity framework.
Robert Ramsay (02:36):
There's a group called HITRUST in the healthcare space. They were trying to grapple with HIPAA, and they came together with their own list of prescribed tests and controls. And so it's called HITRUST and there's a SOC 2+ HITRUST. There's a group called the STAR Cloud Security Alliance. And STAR is the Security Trust Assurance and Risk framework. And so, if something's in the cloud, they recommend you use their list of controls for specifically cloud-based applications.
Robert Ramsay (03:07):
So there are loads of these. I'll give a few more of my favorites. In Germany, there's something called C5, and it's Cloud Computing Compliance Controls Catalog. So how's that for alliteration? And I'm sure in German it's one giant word with 100 letters. But the higher education sector in the US has something called HECVAT, they have their own. The Israeli Defense Force has one. But not to be outdone, the US Department of Defense is now, this year they're pushing CMMC, the Cybersecurity Maturity Model Certification, and it applies to all vendors to the Defense Department, whether you're building rockets or just a food vendor. And it nicely, that Maturity Model means that it's more stringent if you're building rockets, and maybe a little less stringent if you're selling food, but either way, you need to be certified to work with the Department of Defense. So there are all these frameworks that a SOC report can include in their reporting.
Beth Nelson (04:06):
Wow. Well, what are the options for presenting a SOC 2+?
Robert Ramsay (04:11):
Yeah. So the opinion of the accountants, which is very important to us CPAs, can include an opinion on compliance with those other frameworks, or it can just refer to them and say that management follows them. And the report itself can also disclose all the criteria in those extra frameworks, or it can map The AICPA's criteria to those extra criteria. We call that a mapping. We do that all the time, because as you can imagine, they all have passwords and encryption and antivirus. So 90% of these, quite often, is overlap or the same. And rather than testing them multiple times, we can test once and report on many of these frameworks. And that's where the value comes from these SOC 2s, SOC 2+.
Beth Nelson (05:00):
Okay. Well, if this is confusing, does your team help straighten this out with your customers' customers?
Robert Ramsay (05:08):
Yeah, absolutely. That's a good point because it can be confusing just keeping up with it, let alone the change, so the AICPA changes their rules, and then these bodies like NIST and ISO and HITRUST, they'll change, they have versions, so they change over time. And then, our customers have different contracts with their clients, and they sometimes require a SOC 2 and sometimes require ISO or NIST compliance. And so sometimes we can get involved in those conversations to be very precise about, "Well, how much," I mentioned those different versions of the opinion and whether it's just mapped to the controls, we can be very precise so that everyone knows going in what's needed and we don't do more than is needed, but there's value added to this reporting process.
Beth Nelson (05:50):
Oh. Well, thank you Robert for joining us and answering these questions and providing great perspective. So, for more information, please visit us on barnesdennig.com and we'll see you next time on Ask the Experts.
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